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Action List : (JSON format - Key:Value) [:]: BEFRfE]: Key <=16 bytes ; Value <=128 bytes

Action ThgE 28 (Mandatory) Z8(Optional) 3 1]
offer Browser 717 WebRTC | dialogid : dialog reference number (UINT) caller : FHU5EHE (UINT) To MS
ket ref : call reference number (UINT), fid& dialogid /81— callee : #7HUSRAE (UINT)
medium : media type : 0=audio  2=video uuid : user to user information (CHAR[128])
suid : session unique id (CHAR[64]) roomkey : @B EERLSRIE(UINT)
ua_family : client Iig UA ZE& 2% (CHAR[64]) record : 1:E¢@hHIEE  O:no(default)
ua_version : client I UA fiA(CHAR[64]) nickname : HEfH(CHAR[128])
ua_os : client Ifi; OS (CHAR[64]) module : MS 45 f514H 44 fH(CHAR(6])
SDP: { Browser SDP &84 lifetime : ERIFEAPVE(UINT),0:A PR
audio : EEZ&=, PCMU,0PUS
protocol: UDP(default) or TCP for RTP

{"action":"offer","dialogid":13290721,"ref":2392510,"record":1,"medium":0,"caller":5678,"suid":"2020040606121556789333","roomkey":6655,”module”:"SIP”,
"callee":9333,"uuid":"TEST","lifetime":600,"ua_family":"Chrome","ua_version":"80","ua_os":"Windows 10","location_ip":"rtc.tw","audio":"PCMU",
"offer":{"type":"offer","sdp":"v=0\r\n............. Y
[SIP Message] :

Via: SIP/2.0/UDP 10.140.0.2;rport;branch=z9hG4bK3NccFjavmH1ZD

Max-Forwards: 70

From: "5678" <sip:5678@35.221.193.150>;tag=vFNec197SaU3S

To: "9333" <sip:9333@118.166.13.212:43894>

Call-ID: 2020040606121556789333

CSeq: 2 INVITE

Contact: <sip:5678@35.221.193.150:5060>

User-Agent: WebRTC Media Server 5.10

User-to-User: 54455354;encoding=hex




alert MS Hif52= 65 channel dialogid + ref : #£3& call WIEVVEMERFIL — 28 From MS
{7128 offer request. | channel : MS channel number
[FE] 205 MS )95 22 6REREs, O] FEAN T

{"action":"release","channel":0,"cause":34,"causestring":"no circuit

available"}

{"action":"alert","dialogid":13290721,"ref":2392510,"channel":"4",}

answer MS 777 WebRTC 43 | dialogid + ref : %23 call @2 EAERF L — 285 From MS
channel : MS channel number
SDP: { MS SDP &84

{"action":"answer","dialogid":13290721,"ref":2392510,"channel":"4",,"medium":0,"answer":{"type":"answer","sdp":"v=0\r\................. Y
ice MS #y ICE for RTP address dialogid + ref : ¥%3F call W2 AL — 28 From MS

channel : MS channel number

ice : candidate UDP , TCP

ICE 7% UDP, TCP Wifd; i & Ll UDP B, 41545 UDP
il & E TS TCP

{"action":"ice","dialogid":13290721,"ref":2392510,"channel":"4" "ice":{"candidate":"candidate:1 1 udp 2113929727 35.221.193.150 30003 typ host generation 0 ufrag
liCTnyfJQsABsuXc","sdpMid":"0","sdpMLinelndex":0}}
{"action":"ice","dialogid":13290721,"ref":2392510,"channel":"4","ice":{"sdpMid":"0","sdpMLinelndex":0,"candidate":"candidate:2 1 tcp 2113917382 35.221.193.150 1701 typ
host generation 0 ufrag liCTnyfJQsA6suXc"}}

DTLSconnect | DTLS handshake success dialogid + ref : #%3i% call B2 VVEMERF I — S8 From MS

channel : MS channel number

{"action":"DTLSconnect","dialogid":13290721,"ref":2392510,"channel":"4","medium":"audio"}
i DTLS handshake Z2H7zHE. -

{"action":"release","dialogid":13290721,"ref":2392510,"channel":"4","cause":"16","causestring":"Connect Timeout"}




release 1 WebRTC 4% dialogid + ref : #2iF call W2 ELERF I — 285 cause : release cause number,eg. 16:normal | Both way

channel : MS channel number causestring : cause description
{"action":"release","dialogid":13290721,"ref":2392510,"channel":"4","cause":"16","causestring":"normal release"}
record_status | EXENHISRES,MS EAIHISHAEIR | dialogid + ref : #&if call MBI VVELERIIL — 28 From MS

f& channel : MS channel number

medium : media type : O=audio  2=video

status : “start’#RBHLA ISR

record_file : {HI$%IE
"action":"record_status","dialogid":13290721,"ref":2392510,"status":"start","channel":"4","medium":"0","record_file":"audio/20200405/13290723392510_004.wav"}
my_resolution | FIVEZ/ G E dialogid + ref : #%i% call HEFZVVEMER I — S8 From MS

channel : MS channel number

width : video &

height : video &

REMB : Video Bit-Rate Hi##HHE

framerate : video ) frame (1 ~30)
audio_bitrate : B3Z5HE (K-bits)
21 4 (K-bits)

jitter : EEEIEREHR ] (ms)
packetloss : 1B REH

video_bitrate :

{"action":"my_resolution","dialogid":13290721,"ref":2392510,"width":0

"jitter":20,"packetloss":0,"channel":4}

,"height":0,"video_bitrate":0,"REMB":500,"framerate":0,"audio_bitrate":20,




peer_resolution | ¥ 7HVEE G WH dialogid + ref : ¥4 call WBIZVVELERIE 28
channel : ¥f77fJ MS channel number

width : video &

height : video £

REMB : Video Bit-Rate HifF#{E

framerate : video ) frame & (1F&~30)
audio_bitrate : B HHE (K-bits)

video_Dbitrate : §2{4:58 5 (K-bits)

jitter : EEEEERIEIFE(MS)

packetloss : i kEE

From MS

{"action":"peer_resolution","dialogid":13290721,"ref":2392510,"width":0,"height":0,"video_bitrate":0,"REMB":0,"framerate":0,"audio_bitrate":63,
"jitter":58,"packetloss":3,"channel":66}

peerdata APP 7 [ & RHMERG , 8t MS | dialogid + ref : # call #BF2ELERIE — S8 nickname : sender HEf#
WA APP, EAth peer AR channel :  MS channel number of mine userid : sender userid
(Join)Z B4R (Leave)E R E peerchannel : MS channel number of peer ,
type : “indication” or “command”

medium : “audio” or “video” — peer #YJ medium &4

peerdata: data content

Both Way

{"action":"peerdata","dialogid":13290721,"ref":2392510,"channel":"4","peerchannel":"66","medium":"audio”,"userid":"","nickname":"","type":"indication",
"peerdata":"Join","value":"width=0000;height=0000"}
{"action":"peerdata","dialogid":13290721,"ref":2392510,"channel":"4","peerchannel":"66","medium":"audio”,"userid":"","nickname":"","type":"indication",

"peerdata":"Leave","value”:"width=0000;height=0000"}




message 24T EYERE client fE3% | dialogid + ref 1 23 call MEFE VAR — 28 From MS
fR4% level & display & &k, | channel : MS channel number
1F displaytime 2 H#EH % . message : message of system to notify client
level : “info”,"notify”,”warning”,”error”
position : "top”,”bottom”,” middle”
displaytime : in seconds , disappear when timeout
{"action":"message","dialogid":149931,"ref":14932,"channel":"5","message":"501 L4 Z IR 55 5 2E, 0] BE B AR TN 8, i BT R PR
,level":"warning”,”position”:"top”,"displaytime”: 5}
——————— System Message ID --------------
message: 501 “Z A (UM 4rire 1 28, BT ik BR PA Y s 4.
message: 502 “Z & (UM E ¥ 7 HULEIRS e, BT IR BRI PA S Y28
message: 503 “Z 4 (B 0T s (5 25, BT I RAPA I s 2.
message: 504 “Z AR EH T AR R ZEZE, BT BREA Y T2 8.
message: 505 “Z & (I E R AEIEs ZEZE, BT I BRI PA S T2 8.
message: 506 “Z A EIH T 4ERS ZEZE, I 5 Fﬁ%ﬁfﬁ/\}%@%-”
message: 510 “Z &2 H U EI 28 vo BV i, 55 RR P S EE 25, A e —
DTMF WEB ### dialogid + ref : ¥ call M2 VHEAERIIE — 28 Both Way

channel : MS channel number
value : F#§#(H ‘0 ~'9, ™ ‘#

{'action": 'DTMF' "dialogid":149931,"ref":14932,"channel":"5", 'value': '1' }




